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SECTION 1: SCREENING QUESTIONS
The screening questions below highlight key areas which have the potential to cause privacy risks.  Answers to these questions will highlight any particular privacy risks / issues that can assist you to populate risk assessments.

	Potential Privacy Risk
	Yes
	No
	Unsure
	
Comments


	a)
	Will the initiative involve any profiling / risk stratification of individuals?

	☐	☒	☐	Click here to enter text. 

	b)
	Does the new system / process / initiative rely on automated processing without human intervention to make a decision?

	☐	☒	☐	Click here to enter text. 

	c)
	Does the new system / process / initiative involve large scale processing of special categories of data (such as health and genetic data)?

	☒	☐	☐	Patient will input condition as part of triage process 

	d)
	Does the processing involve systematic monitoring of a public area on a large scale (e.g. CCTV)?

	☐	☒	☐	Click here to enter text. 

	e)
	Is the information about individuals likely to raise privacy concerns or expectations e.g. using health records, criminal records or other information people would consider particularly private?

	☐	☒	☐	Click here to enter text. 

	f)
	Will the initiative involve the collection of information about individuals?

	☒	☐	☐	Patient symptoms
	g)
	Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?

	☐	☒	☐	Click here to enter text.
	h)
	Will the initiative require you to contact individuals in ways which they may find intrusive?

	☐	☒	☐	Click here to enter text.
	i)
	Will the information about individuals be disclosed to organisations or people who have not previously had routine access to the information?

	☐	☒	☐	Click here to enter text.
	j)
	Does the initiative involve you using new technology which might be perceived as being intrusive? e.g. biometrics or facial recognition

	☐	☒	☐	Click here to enter text.
	k)
	Will the initiative result in you making decisions or taking action against individuals in ways which can have a significant impact on them?

	☐	☒	☐	Click here to enter text.
	l)
	Will the initiative compel individuals to provide information about themselves?

	☒	☐	☐	Click here to enter text.


If you have answered YES to any of the questions above, please continue to complete the DPIA in full.  This completed DPIA must be sent to the DPO/IG Team for review gmhscp.icpig@nhs.net

If you have answered NO to ALL questions above, please send to the IG Team gmhscp.icpig@nhs.net for confirmation/approval that this full assessment doesn’t need to be completed.








SECTION 2:  GENERAL INFORMATION

	DPIA Question
	DPIA Response

	1.  Please state the key partnerships involved in this initiative:
Please note if this is a joint initiative, please state from each organisation
	
	ACCOUNTABILITY PERSONNEL
	Organisation and Dept
	Receiving Data
(Y/N)
	Providing &Transferring
 Data (Y/N)
	System Access
Y/N
	Contact Details

	Data Controller(s) – who determines the way data is processed?


	Oldham East  GP Practices
	Y
	Y
	Y
	


	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Data Processor(s) – do they process data on behalf of data controller  


	Oldham East GP Practices
	Y
	Y
	Y
	As Above

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Information Asset Owners (IAO’s) 


	Name: Oldham East Practices
Role/Dept:GP Partners
Organisation:Oldham East GP Practices (See Above)

	Information Asset Administrators (IAA’s)

	Name: Oldham East Practices
Role/Dept:Practice Managers
Organisation: Oldham East GP Practices (See Above)




	2.  Project Proposal Aims / Purpose for completing DPIA:
	Description, purpose and benefits (please embed / attach any Service Specifications / Business Cases, previous versions of DPIA or other relevant documentation to which this DPIA relates):





 
A new Patient Triage feature aimed at utilising nationally available services and resources to help manage patient demand. This is done by automatically signposting patients to alternative self-care and self-referral resources for their problem via the Patient Triage form, ensuring practices can spend their time and effort triaging patients who really need to be seen by the GP. Patients will always have the option to contact their GP, in addition to signposting options, ensuring they are in charge of decisions around their care and can access the care they need.




	
	Where and who is this project aimed?  I.e. Demographic / cohort or Borough(s) or GM Wide:

Patients of GP Practices across Oldham East PCN


	
	What is the frequency of the transfer / access?

☐  Adhoc
☐  Real time
☒  Daily
☐  Weekly
☐  Monthly
☐  A one of transfer


	3. AI Oversight Approval (if applicable)
	Does the processing /project / procurement involve AI, RPA or BOT technology?  If so has the product been endorsed by the AI Oversight Group?

☐  Yes      Date approved: …………………

Please insert AI Oversight Group Approval Outcome and Key Takeaway comments:
Click here to enter text.

☐  No
☒  N/A



	4. Code of Connection Approval (if applicable)

	If applicable please complete the Code of Connection check sheet, to check the device, software or system under evaluation has met the requirements to be granted access to the NHS GM IT network.  Please see assessment below:

Please confirm below whether the Code of Connection Form below has been submitted to NHS GM IT?
☐  Yes      Date approved: …………………
☐  No
☒  N/A


	5.  Has an Equality Impact Assessment been completed? 


	☐  Yes  
☐  No
☒  N/A – please state reason why – This is an existing system already in use and is just an additional module, so enhances the patient experience as it will signpost patients to other services e.g. pharmacy, but also allows the patient continue as usual without the use of this product.
If yes, please embed below:



	6.  Is this initiative in line with achieving national or local guidance / strategy or mandate?
	☒  Yes  
☐  No
If yes, please provide details below:

Supporting Patient Access



	7.  Information Technology / System Supplier
Involvement
















	Please list applicable information technology kit / systems / software for this initiative to take place (please list current and / or new):
	System Name or IT Kit
	Used by (state organisation)
	System Supplier Details (System Name and Contact Details):

	Navigator
(Additional Module in AccuRX) 
	GM ICB / GP Practices
	AccuRX 
7 Curtain Road
Shoreditch,
London
EC2A 3LT


	
	
	

	
	
	

	
	
	




	Confirmation of IT Provide Involvement / IT Leads Support

	Name:
	Organisation:
	Confirm (Yes / No) if aware / involved regarding this initiative.  If No, please seek input prior to submitting this DPIA

	A Porter
	GM ICB – Oldham Locality IT Lead
	Yes

	
	
	

	
	
	

	
	
	


























SECTION 3: DATA ITEMS Please tick the boxes regarding the data items you will be processing for this initiative, system, project.

Personal Data:
	Personal Details
☒  Forename(s)
☒  Surname
☒  Address
☒  Postcode
☒  Date of Birth
☒  Age
☒  Gender
☒  Physical Description
☒  Home Tel Number
☒  Mobile Tel Number
☒  Other Contact No.
☒  Email Address
☒  GP Details
☐ Legal Representative (Next of Kin)
☐  NHS Number
☐  NI Number
☐  Employee or Assignment Number
☒  Photographs/Pictures
	Financial Details
☐  Income
☐  Salary
☐  Benefits
☒  Not applicable
☐  Other, please list below:
	Education & Training
☐  Education / Training
☐  Qualifications
☐  Professional Training
☒  Not applicable
☐  Other, please list below:


	 Employment Details
☐  Employment Status
☐  Career Details
☒  Not applicable
☐  Other, please list below:
	Offences including alleged offences
Information relating to any offences committed or alleged to have been committed by the individual 
☐  Yes
☐  No
☒  Not applicable
List any data items below:

	Criminal Proceedings, outcomes and sentences
☐  Yes
☐  No
☒  Not applicable
List any data items below:


Special Category Data:
	Physical or Mental Health or condition
☒  Yes
☐  No
☐  Not applicable
List any data items below:



	Family lifestyle & social circumstances
Information relating to the family of the individual and their social circumstances 
☐  Marital / partnership status
☐  Carer / relatives
☐  Children / Dependents
☐  Social status e.g. housing
☒  Not applicable


	Sexual Identity and life
☐  Yes
☐  No
☒  Not applicable
List any data items below:

	Ethnic Origin, Religious or other beliefs of a similar nature
☐  Yes
☐  No
☒  Not applicable
List any data items below:


	Trade Union Membership
☐  Yes
☐  No
☒  Not applicable
List any data items below:
	Political opinions
☐  Yes
☐  No
☒  Not Applicable
List any data items below:
	Genetic / Biometric
☐  Yes
☐  No
☒  Not Applicable
List any data items below:
	You must confirm that the data items you have ticked above are relevant and necessary for this initiative and there is a justified reason for their use.  Tick the box below to confirm this:
☒  Confirm



SECTION 4: PROCESSING ACTIVITY DETAILS

Is the data for the initiative / within the system going to be used to deliver Direct Care?

The definition of direct care is:
A clinical, social or public health activity concerned with the prevention, investigation and treatment of illness and the alleviation of suffering of individuals.  It includes:-
supporting individuals’ ability to function and improve their participation in life and society
the assurance of safe and high quality care and treatment through local audit, 
the management of untoward or adverse incidents
person satisfaction including measurement of outcomes undertaken by one or more registered and regulated health or social care professionals and their team with whom the individual has a legitimate relationship for their care

☒  Yes, please go to question 2  
☐  No, please go to question 3

	DPIA Question
	DPIA Response

	Please confirm the legal basis for processing for direct care 
	I confirm that this initiative is for the provision of direct care and confirm the legal basis for processing under Article 6 and 9 of the UK GDPR and the Data Protection Act 2018 (Sch 1, Part 1) is as follows:

	Article 6 lawful basis for processing
	Article 9 – lawful basis for processing special categories of data

	☐ Article 6 (1)(a) - Consent
	☐ Article 9(2)(a) - Explicit Consent

	☐ Article 6 (1)(b) - Contractual Necessity
	☐ Article 9(2)(b) – Employment, social protection law

	☐ Article 6(1)(c) - Compliance with legal obligations
	☐ Article 9(2)(c) - Vital Interests

	☐ Article 6(1)(d) - Vital Interests
	☐ Article 9(2)(d) - Charity or not for profit bodies

	☐ Article 6(1)(e) - Public interest or in exercise of official authority
	☐ Article 9(2)(e) - Manifestly made public by data subject

	☒Article 6(1)(f) - Legitimate Interests
	☐ Article 9(2)(f ) - Legal Claims

	☐Not Applicable
	☐ Article 9(2)(g) - Substantial public interest

	
	☒ Article 9(2)(h) - Health and Social Care treatment or management of health and social care systems

	
	☐ Article 9(2)(i) - Public Health

	
	☐ Article 9(2)(j) - Historical, statistical or scientific purposes

	
	☐Not Applicable







DPA 2018 

Schedule 1, Part 1, condition(s) for processing:
(2) Health or social care                        

If health and care is selected specify the purpose below:   
(d) provision of health care or treatment

If public health is selected, confirm the processing is carried out: 
 Choose an item.                 



	3a.   Is the data for the initiative / within the system going to be used to deliver Secondary Use/NON Direct Care or other purposes?
























3b.   What is the legal basis that permits you to carry this out for Secondary Use Purposes or not for Direct Care?





3c. Please confirm the legal basis under Art 6 (for personal data) and 9 (for special categories of data) under UK GDPR for processing for Secondary Use or other Purposes or NOT for Direct Care

	☒  No – go to Q4
☐  Yes – please tick as follows:
☐  Data will be de-identified/anonymised
☐  Data will be aggregated for reports
☐  Data will be pseudonymised at source
☐  Data will be pseudonymised by the DSCRO
☐  Data will be identifiable

Provide detail of the pseudonymisation or anonymisation process below:



Will you be combining or matching datasets?
☐ Yes
☐ No

Please state the reason and legal basis below:

☐ Commissioning
☐ Monitoring Health and Social Care
☐ Public Health
☐ Research or study
☐ Related to Staff Employment

☐ Other, please specify below
Click here to enter text. 



☐ Explicit Consent
☐ Section 251 of the NHS Act 2006 (CAG approval)
☐ The Health and Social Care Act 2012 section 259 (to NHSE Data Provision Notices with Secretary of State approval) insert relevant DPN below:
☐ The Care Act 2014
☐ Not applicable
☐ Other Legal Gateway, please state below:
Click here to enter text. 



	Article 6 lawful basis for processing
	Article 9 – lawful basis for processing special categories of data

	☐ Article 6 (1)(a) - Consent
	☐ Article 9(2)(a) - Explicit Consent

	☐ Article 6 (1)(b) - Contractual Necessity
	☐ Article 9(2)(b) – Employment, social protection law

	☐ Article 6(1)(c) - Compliance with legal obligations
	☐ Article 9(2)(c) - Vital Interests

	☐ Article 6(1)(d) - Vital Interests
	☐ Article 9(2)(d) - Charity or not for profit bodies

	☐ Article 6(1)(e) - Public interest or in exercise of official authority
	☐ Article 9(2)(e) - Manifestly made public by data subject

	☐Article 6(1)(f) - Legitimate Interests
	☐ Article 9(2)(f ) - Legal Claims

	☐Not Applicable
	☐ Article 9(2)(g) - Substantial public interest

	
	☐ Article 9(2)(h) - Health and Social Care treatment or management of health and social care systems

	
	☐ Article 9(2)(i) - Public Health

	
	☐ Article 9(2)(j) - Historical, statistical or scientific purposes

	
	☐Not Applicable


DPA 2018 

If research is selected confirm the that the processing:
(a)  is necessary for archiving purposes, scientific or historical research purposes or statistical purposes
(b)  is carried out in accordance with Article 89(1) of the GDPR, and
(c)  is in the public interest

Confirm ☐

National Data Opt Out

The national data opt-out allows a patient to choose if they do not want their confidential patient information to be used for purposes beyond their individual care and treatment - for research and planning.)  For more information see link here.

If the NDOO doesn’t apply – please choose one of the following reasons
Choose an item.
	
Will the type 1 objection a GP practice level be upheld?
☐  Yes
☐  No – please state why
☐  N/A




	4.   Human Rights Act 1998 – Is there any interference with Article 8 of the HRA 1998?
	☐  Yes, please state why is it necessary and proportionate to do so
For the following reason (if applicable)

Choose an item.

☐  No
☒  Don’t know – require guidance

	5.  Common Law duty of confidentiality compliance

	Please tick the aspect of common law of confidentiality you are adhering to for this initiative (please note the common law duty of confidentiality is not absolute):

☒  Consent whether explicit or implied (implied meaning that the individual knows or would reasonably expect the proposed use of disclosure and has not objected)

☐  authorised or required by law, for example, under statute, common law or legal proceedings

☐  Overriding public interest, for example, where a patient is contagious or the public is at risk, such that there is public interest in disclosure that overrides maintaining confidentiality


	6.  Caldicott Principles compliance
https://www.gov.uk/government/publications/the-caldicott-principles
	Please tick to confirm that this initiative complies with the 8 Caldicott principles 
☒  Complies
☐  Does not comply
☐  Don’t know – require further guidance
☐ N/A



	7.  Criminal Convictions & Offences Data – please state if you intend to process this data for this initiative / project / within a system?
	☐ Yes
☐ No
☒ N/A

Please note this data is not covered by the GDPR. The DPA 2018 makes further provisions for processing this data when organisations are processing this other than law enforcement agencies.


	8.  What are the arrangements for individual’s to object to their information being processed, right to erasure and the right to data portability, right to be informed, right to rectification and right to restrict processing?

	Please state arrangements for objections, and provide supporting documentation i.e., Policy / Procedure / Process (if applicable) if the purpose is for direct care please provide details below:
 
It is the patients choice as to if they wish to use the initiative

OR

Please state below what the arrangements are to opt out of the initiative, and provide supporting documentation i.e., Policy / Procedure / Process (if applicable) for indirect care once they have been provided with appropriate communication about it?





	9.  Please state how the public / patients / staff have or will be informed of the initiative? For example, fair processing /privacy notices / consultation

	☐Consultation
☐ Privacy Notice
☒ Other Information, please specify below:

Please include copies of leaflets / notices and information regarding the consultation process and events:

Patients will be given the option to use the Navigator dependant on the condition that they input into the triage form and they can still continue as is even sign posted to another service provider e.g. pharmacy.

	10.  Will the information you are collecting be used for other purposes than those indicated in this DPIA in the future?

	☐ Yes
If yes, please state legal basis for processing this in future below:


☒ No
☐ Need guidance


	11.  Will there be data quality checks implemented to ensure the data is of good enough quality?

	☒ Yes – please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)  

The patient will input the data into the system and make the decision as to if they wish to be signposted to other services.
☐ No
☐ Need guidance


	12. How are you ensuring that personal data from individuals / other organisations is accurate and up to date?

	☒ Manual data quality checks in place
☐ Integration engine checks
☐ Other, please state below:


	13. How long will the data be retained for in this initiative / project / system?

	Please state number of months / years below:
As per NHS National Data Retention Procedure

	14.  How has this retention period been decided?
	☒ As per the Records Management NHS Code of Practice
☐ Legal Statute, please state:
Click here to enter text. 
☐ Locally agreed decision (documented in contract/agreement/minutes) 
☐ Other, please state below:
Click here to enter text.


	15. How will the data be securely destroyed / archived or transferred once it is no longer required or the contract has ended?



	☒ Securely destroyed following local policies and national guidance.  Please provide details below:
As per NHS Records Managemen Code of Practice
☐ Archived in secure environment.  Please state reasons for archive and where the data will be stored below:
Click here to enter text.

Has an Exit Clause been added to the contract?
☐ Yes
☐ No
☒ N/a



	16.  Are there Subject Access Request Procedures for individual’s to request access to the information held?

	☒ Yes - please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)  

Existing GP Practice processes will be followed
☐ No
☐ Don’t know

Who is responsible for SARS:



	17.  If obtaining “explicit consent under GDPR”, are there procedures in place to deal with individual’s right for withdrawal of consent, right to erasure and the right to data portability?

	☐ Yes - please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)
☐ No
☐ Don’t know
☒ N/A


If yes, please specify policy / procedure name:
Click here to enter text.

	18. Marketing:
Will the asset / system send marketing messages by electronic means?

If yes, please state what you are intending to send for marketing purposes:

Have individuals been informed of the marketing and the option to opt in?



	☐ Yes
☒ No
☐ Don’t know

Click here to enter text.



☐ Yes
☐ No
☐ Don’t know

	19. Automated Decision Making (includes AI, Bots, RPA):
Is automated decision making to be used within the asset / system?

If yes, please describe this process and reason for it and if there is any human intervention involved in decision making.
	☐ Yes - please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)


☒ No – signposting to other service providers e.g. pharmacy 
☐ Don’t know

Click here to enter text.
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SECTION 5: DATA FLOW MAPPING

Data Flow Mapping Table - Each flow of data for the initiative must be identified and documented to ensure this is securely undertaken and in accordance with UK GDPR and DPA 2018. Please complete the table below and provide any process flow diagrams where applicable:

	Flow Name
	Processed by or transferred from:
	Processed by or going to:
	Method of transfer 
	Security controls
	Where will the data be stored following transfer

	GP Referral Letter

	GP Practice 
	NHS Trusts, Private Healthcare Supplier
	e.g. secure email (NHSnet)

Post
	Encrypted email

Limited as sent via Royal Mail
	Saved in secure network folder
Patients paper casenotes

	Patient Traige Form

	Patient enters Health details into the form
	AccuRX System looks to see if it meets one of 12 criterias
	AccuRX 
	System prompts at the start of entering triage in red, emergency flags against e.g. chest pain. Patients under 16 not given this option, patient can by pass at any time
	AccuRX Traige System
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Section 5: Data Flow Mapping continued…
	DPIA Question
	DPIA Response
	Comments

	Will information be sent outside of the UK
	☐  Yes, please go to question 2.
☒  No, please go to question 4

	

	2.  Will information be sent outside the UK but within the European Economic Area (EEA)?
	☐  Yes, please go to question 4
☒  No, please go to question 3



	

	Will information be sent outside of the the EEA?
	☐  Yes /  NO - X

Please name the  country or state (if in the USA) where the data will be transferred to and the data security and protection arrangements in place:

Country/State:   Click here to enter text.

Security Arrangements:   Click here to enter text.

Insert ICO Transfer Risk assessment:

	

	Is there an Information Sharing Agreement in place between the relevant parties that covers the processing agreements?
	☒  Yes, please specify below and provide a copy:
☐  Joint Controller Agreement
☒  Data Processing Contract/Agreement
☐  Service Level Agreement with data processor clauses
☐  Memorandum of Understanding
☐  Documented on the ISG

☐  No – Please explain why below:
Click here to enter text.
	















SECTION 6: ORGANISATIONAL, TECHNICAL AND SECURITY MEASURES
	DPIA Question
	DPIA Response
	Comments

	 Data Protection Registration Fee – have all the controller / processors & suppliers involved in the initiative paid their data protection annual fee?
	☒  Yes, please state Name and ICO Registration Number below:
☐  No

AccuRX - ZA202115

Leesbrook Surgery – Z5514881
Saddleworth - Z1197779
Springfield Hse - Z7519408
Lees Medical Practice - Z4557914
Moorside - Z1028235
Pennine Medical - Z5736663
	

	Accreditation or Self Assessments
(please tick all that apply)

	☒  NHS Data Security & Protection Toolkit (DSPT) Please confirm ODS code and complete the table below: 
☐  Cyber Essentials
☒  Cyber Essentials Plus Certified – please complete the table below
☒  ISO 27001 – please complete the table below
☒  NHS DTAC
☒  Information Standards (IT Suppliers)
☒  Clinical Safety DCB0129 
☐  Clinical Safety DCB0160
☐  MHRA Registraton for medical devices
☐  Ethics Approval for Research
☐  Other, please specify in the table below:

	PARTNER NAME AND ODS CODE IF APPLICABLE
	ACCREDITATION SCHEME 
	AUDITED & OUTCOME

	
	
	

	
	
	

	
	
	

	
	
	




	Please provide certificates and reports

	Training
Is data security and protection  training provided for all partners and are all staff compliant as per the IG Training Needs Analysis?
Please also detail specific training required for the system?
	
	PARTNER NAME
	TRAINING SCHEME NAME
	COMPLIANCE
INFORMATION

	All Oldham East GP Practices
	Blue Stream / Teamnet 
	Compliant

	
	
	

	
	
	

	
	
	



	

	Incident Reporting
Do all partners have appropriate measures in place to report data security and protection incidents / breaches and share lessons learned?
	☒  Yes -  please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)

As per existing GP Practice procedures 
☐  No
☐  Don’t know

Have you had to report a high risk security/data breach incident in the last 12 months:
☐  No
☐  Yes – please confirm how you mitigated the risk

	

	Policies and Procedures
Do all partners have Data Security and Protection policies and procedures in place?
	☒  Yes in line with DSPT standards met 
☐  Yes -  If DSPT not completed please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)
☐  No
☐  Don’t know

	







	Contracts
Are contracts (if required) in place with data processors and compliant with UK GDPR / DPA 2018?




Are any sub-contractors used for this initiative?
	☒  Yes -  please provide copies of all contract documentation
☐  No
☐  Don’t know

If contracts are used (e.g. between GP and system supplier) please state the partners of the contract below:
All AccuRX contracts are helad centrally by GM ICB IT

Has an Exit Strategy been included in the Contract:
☐  Yes -  please provide copies of all contract documentation
☒  No – Contracts are reviewed and renewed yearly by GM ICB IT

Has the NHS England Standard Contract for Goods and Services been used for this?
 ☒  Yes ☐  No

GM ICB IT procure the contract on bahlf of the practices

☐  Yes – Please document them in their role in the processing:
Click here to enter text.
☐  No
☐  Don’t know
	

	Access Control and Rights for systems
What are the access rights and roles for the data and who are they assigned too.  



How will access be controlled and monitored?
	
	Access Level
	Role Assignment

	Super User

User
	GP Practice managers / Senior Staff

Patients / Staff dependant on role



Access controls and monitoring process:  please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)
Click here to enter text. 

Is MFA in place:                                Is Access via a Smartcard:
☐  Yes                                                  ☒  Yes – by staff
☒  No                                                   ☐  No


	

	Auditing
Is there an audit trail for the system?

Please can you describe briefly how the audit trail works?
	☒  Yes
☐  No
☐  Don’t know

Practices can audit the access and use of the triage system by staff and patients via means of administration rights
	

	Storage of Data
Where will the data used for this initiative be  stored / accessed?

  

Security at Rest





Security in Transit






Cloud Security











IT Penetration Testing











IT Staff Assurance
	☐   Within a paper based system stored securely
X   Within a system  / application stored on secure network
☐   Within a database / spreadsheet stored securely on network
☐   Other, please state below:
Click here to enter text.




Are appropriate technical processes in place to protect the data from threats? -  please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)
Yes – all data is centrally on hosted services that meet the NHS requirements and guidance


When data is transferred from one system to another, are appropriate security processes in place to protect the data from threats? 
☒  Yes -  please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)

Secure network features and compliance inline with NHS Data Security standards
☐  No


Does the initiative involve cloud computing?
☒  Yes
☐  No

Is the processing compliant with the National Cyber security (NCSA) cloud security principles?
☒  Yes
☐  No
Click here to enter text.


Does your annual IT penetration test include a vulnerability scan and checki(ng that all networking components have had their default passwords changed to a high strength password? (IT System provider)
☒  Yes
☐  No

GM ICB Secure Checks

Please confirm you have no high risks identified from the Penetration test that have not since been mitigated
☐  Yes
☐  No
☐  In Progress
☒  N/A

Have your IT Administrators signed an agreement or have a clause in their contracts holding them to the highest standards of confidentiality?
☒  Yes
☐  No
	

	 Digital Technology Assessment Criteria (DTAC)
Has a DTAC Assessment been completed?

	☒  Yes – see initial description
☐  No
☐  In Progress
☐  N/A

The DTAC is a non-mandatory assessment tool which provides assurance to NHS organisations that suppliers are meeting required standards..

NHSE DTAC Link   

	

	 Fraud and Cyber Crime
Is the system susceptible to fraud?
	☐  Yes – If yes, please state additional security measures that are in place
Click here to enter text.
☐  No
☒  N/A
The focus is primarily on financial fraud, but may not be limited to that,  for example there are identity or staff systems which could be used for identity theft or telephone fraud.  Organisations should consider enhancing the security controls and monitoring of areas where large financial transactions occur - such as ensuring those responsible for authoring payments have Multi Factor Authentication (MFA) on their accounts.
	

	 Back Up:
Applicable for IT systems only: Are there secure and reliable back up processes in place for the data stored on the system?
If yes, please briefly describe what these are.
	☒  Yes -  please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)
☐  No
☐  Don’t know


Back up information ( Please note you may need to contact IT Services for guidance regarding this question):
Centrally hosted servers are backed up Suppliers as per NHS National Standards and guidance





	

	Business continuity
Do you have a Business Continuity Plan in place if the system and / or process fail or is unavailable for any reason?
If yes, briefly describe what the business continuity plan will be.
	☒  Yes -  please provide supporting documentation i.e. Policy / Procedure / Process (if applicable)
☐  No
☐  Don’t know

BCP Process:
The patients have the choice to use the online triage system and should they decide not to or the system is down there are other methods in place that the patients can use e.g. telephones / face to face 
	


SECTION 7: RISK ASSESSMENTS
	
Risks identified by completing this DPIA can be summarised in the table below and / or you can use your own risk assessment processes.  Any risks that are likely to result in high risk to the rights and freedoms of individuals, in particular, automated processing, large scale processing of special categories of data (health) and systematic monitoring of a public area on a large scale must be documented with the DPO opinion sought and consultation with the ICO.

Consider the potential impact on individuals and any harm or damage that might be caused by your processing – whether physical, emotional, or material. In particular, look at whether the processing could possibly contribute to:
Loss of confidentiality
Unauthorised access to data
Inability for a data subject to exercise their rights
Disappearance or loss of control of data
Reputational damage
Financial loss or Identity theft
Physical harm
Reidentification of pseudonymised or anonymised data(a combination of specific datasets and linkage)
Discrimination

GDPR Risk Areas:  Accountability, Data minimisation, purpose limitation, Fairness, transparency, lawfulness, security, rights, meaningful human review(automated processing and decision making).
 
Include any sources of the risk i.e. person or non-human source that can cause a risk either accidentally or deliberately internal or external human source, power cut, fire, floods etc

The level of risk is scored out of 25. A score of 0-5 is attributed to both the impact on the rights and freedoms of the individual, and the likelihood of those rights and freedoms being compromised. The two scores are then multiplied to create the composite risk score using the risk matrix below. This should be recalculated in the final columns to take into account proposed solutions/actions.
	
	Impact
(How bad it may be)
	
	Likelihood 
(The chance it may occur)
	
	
	Risk Rating
Likelihood x Impact = TOTAL RISK RATING

	[bookmark: _Hlk517867155]
	
	Impact

	
	
	1
	2
	3
	4
	5

	5
	Very High
(Will have a major impact)

	5
	Almost certain
(almost certain to happen/recur; possibly frequently)
	Likelihood
	5
	5
	10
	15
	20
	25

	4
	Major
(highly probable it will have a significant impact)
	4
	Likely
(Will probably happen/recur, but is not a persisting issue or circumstance)
	
	4
	4
	8
	12
	16
	20

	3
	Moderate
(Likely to have an impact)

	3
	Possible
(Might happen or recur occasionally)
	
	3
	3
	6
	9
	12
	15

	2
	Minor
(May have an impact)
	2
	Unlikely
(Do not expect it to happen/recur, but it is possible it may do so)
	
	2
	2
	4
	6
	8
	10

	1
	Negligible
(Unlikely to have any impact)
	1
	Rare
(This probably will never happen/recur)
	
	1
	1
	2
	3
	4
	5
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Risk Assessment table:


	Risk Description
	Describe the impact/consequences of the risk?
	Initial Risk Score
	Controls and Proposed solution(s)/mitigating action(s) – systems and processes that are or will be in place and operating that mitigate this risk, including assurances
	Outcome of risk evaluation
(Eliminate, reduce, accept)
	Further Action
	Date for completion
	Residual Risk Score
	Current status/progress

	
	
	Likelihood
	Impact
	RAG status
	
	
	
	
	Likelihood
	Impact
	RAG status
	

	Care Naviagator not available 
	No consequence as system will perform as prior to enablement
	1
	1
	G
	Existing system prior to implementation will remain in place
	Accept
	None
	01/02/26
	1
	1
	G
	Closed
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SECTION 8: APPROVAL AND SIGN OFF
The Data Privacy Impact Assessment must be approved and signed off by the relevant personnel, for example your Information Governance Group / DPO / Caldicott Guardian / SIRO. The DPO advice must be sought and also where there are high risks involved, the ICO must be consulted.
	DPIA Approval Status
DPIA Reference Number:
GPDPIA25/022
IG Reviewer Approval Signatures:

Date: 19/02/2026
	
	☒  Approved – no actions required
☐  Approved with action plan (see risk table)
☐  Declined – please state reason below:

IG Reviewer ……A Hughes…………………………….

SIRO (if applicable)        ………………………………………………………

Caldicott Guardian  (if applicable)    ………………………………………

DPOs (if applicable) ………………………………………………………….

☐  Are the data flows incorporated on the Data Flow Mapping Register or within the ISG
☐  Are the assets logged on the Information Asset Register or within the ISG
☐ Are information sharing arrangements documented in either an Information Sharing Agreement, ISG or planned as part of DPIA Actions

	DPIA will be kept under review by: (Name, job title, email)

	

	Date of next review:
This will change dependent  upon the project.

	

	Risk & Actions - To be completed by SIRO / CG / DPO (if applicable):

	Item
	Name / Date
	Notes

	Residual Risks and Actions Approved by:

	
	

	DPO Advice Provided:


	
	

	Summary of DPO Advice:
Click here to enter text.


	DPO Advice accepted or overruled by:
	


	

	ICO Advice Sought:


	
	

	Summary of ICO Advice (if applicable)
Click here to enter text.


	Public Consultation Comments:

	Click here to enter text.




